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113.94.150.129 80 high Get flood: no-cache(CC) 1 20/02/2012 15:17:58
14.208.163.229 80 high Get flood: no-cache(CC) 1 201022012 151716

0000 80 medium HTTP Page Flood Attack 0 20i02/2012 15:17:08

0000 80 medium HTTP Page Flood Attack 0 201022012 15:17:04
111.165.106.221 80 high Get flood: no-cache(CC) 1 201022012 15:16:47
182150.70.109 80 high Get flood: ne-cache 1 20i02/2012 15:16:45
111.165.106.231 80 high Get flood: no-cache(CC) 1 200022012 15:16:42
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Microsoft Internet Explorer

211.72.187.237

HINET-TH
211.72.128.0 - 211.72.255.255
o D, Chunghwa Telecom Co Lt
o Dats-Bli g 6F, No 21, Seo 21, Hein-ViRd.
Taipei Teiwan 100
=M
o CHTD, Chunghwa Teleom Co, Lid.
Date-Elde. 6F, No. 31, See. 21, Hsin-¥iRd,,
Toipei Toivan 100

T
BEHTEEE +886 22322 3495
+886 2 2322 3442
+8862 2344 2007
BT network-adm@hinet net

&l

1nh CHTD, Chunghwa Telezom Co, Lt
Date-Blig, 6F, No. 21, Sec. 21, Hsin-Ti R,
Toipei Toivan 100

T
BT +886 2322 3495
+886 2 2322 3442
+8862 2344 2007
ETHA petvork-centr@hinetnet

Aisia Pacitic Wetwork Information Centre
whois.apnic net
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* ERERRIP- P IP ¥ %33 Whois 11
% BRERHE LT AW ERD (Fe 1-3)
% Whois 7 @43% IP *T R 72 ISP (Be 1-2)

2 hitp://203.74.210.16 - Atiack Desc - Microsoft Infernet Explozer

Worm-Welchia_icmp Risk : High

o Attack ID : 2162

& Aliases : MS Blast D, Nachi
* Group : Worms

© References

o Type - CVE; Value - CAN-2003-0352; Link - hifp:#tueww cve snitrs orgfegi-bintvename cei?
‘name=CAN-2003-0352
o Type - M8 Secusity Bulletin; Velue - MS03-026; Link -
ttp:divww microsnit i M S03-026 s
* Type - CVE; Value - CAN-2003-D109; Link - hitp:#eww ove.smitre orgfegi-bintvename cei?
‘name=CAN-2003-0108
« Type - M3 Secusity Bulletin; Value - MS03-007; Link -
‘hitp o microsoft. 4803007 asp

* FalsePositive : None knoun
o AffectedPlatform : Micmsft Windows NT 4.0 Terminal Services Edition Microsnft Windows 2000
Miemsoft Windows XP Microsoft Windows Server?

Can catse the hest fo sebeot o coach on Windows 200 and Windous XF-
Windows 200, Windows XF. Misuasoft I5.

High risk of spreading Vis RFC (port 135). Medium spead via HTTP (port
.

Welchia it a woun that exploits the MS RPC (port 135) vulnesablity in Wandows OF as well as the WebDav
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